Instrukcja programu Wireshark (wersja 1.8.3) w zakresie TCP/IP

1. Na poczatek

Czym jest analizator sieciowy jakim jest Wireshark?

Analizator sieciowy pozwala na przechwytywanie i analiz¢ danych, ktére sa przesytane przez sie¢. W
tatwy sposob mozemy "obejrze¢" caly ruch w naszej sieci. Mozemy sprawdzié jakie porty
wykorzystuje dane oprogramowanie oraz wysylany/odbierany ruch przez nasz komputer.

Wireshark jest najbardziej popularnym analizatorem sieciowym. To silne narzedzie dostarcza sieciowe
i wyzszych protokoléw informacyjnych dotyczace zrzuconych danych w sieci.

Do roku 2006 Wireshark nosit nazwe Ethereal.

Wazna uwaga:

Jesli szukasz programu do wlamywania si¢, podrzucania wiruséw, wykradania haset czy czego$ w tym
stylu - to NIE TO. Wireshark tylko wyswietla w czytelny sposob to co juz i tak dociera do twojego
komputera (zwykle oznacza to tylko ruch wilasny). Nie spowoduje, ze nagle zobaczysz hasto do banku
swojego szefa, albo kody do odpalenia amerykanskich, czy rosyjskich rakiet balistycznych.

Do czego moze stuzyé Wireshark?

e Glownie do diagnostyki: np. nie mozna polaczy¢ sie z jakim$ serwerem - on nie dziata, czy
maj komputer w ogole nie probuje, a moze DNS podat zty adres? To oznacza, ze raczej trzeba
juz wiedzie¢ czego si¢ szuka, a wtedy instrukcja obstugi nie jest potrzebna ;)

e Jest doskonalym narzedziem do nauki - zaden wyklad teoretyczny nie zastapi popatrzenia
sobie w praktyce jak te pakiety faktycznie wygladaja.

e No dobrze, mozna tez podstuchiwac. Jest to mozliwe, kiedy komputer "styszy" nie swoje
pakiety. Dzieje si¢ tak np. gdy mamy sie¢ zbudowana na HUBach (a nie switchach),
bezprzewodows (chociaz wtedy moga by¢ problemy z driverami i i tak si¢ nie uda) lub nasz
komputer robi za router ("udostgpnia sie¢" innym).

II.  Przechwytywanie
» Uruchom Wiresharka z prawami Administratora
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» Nastepnie wybierz Capture - Interfaces
[l The Wireshark Network Analyzer [Wireshark 1.84 (SVN Rev 46250 from /trunk-1.8)] =2

E| Realtek PCle FE Famnily Controller: \Device\NPF_{(IF —i
%] Microsoft: \Device\NPF_{2656826A-0FTE-4A1C-9 —

'c| i1 | b

Capture Options

Start @ capture with detsiled ocptions

File Edit View Go Capture Analyze Statistics Tetephon! Tools Internals Help i
Ei B Interfaces.. Ctrl+1 W T | | & & @ & W B M »
= | [ Options... Ctrl+ K —
: i & T
Filter: | @ start CHiLE Expression.. Clear Apply Save
| @ Stop Ctri+E [z
@ Restart B8l 1ost Popular Network Protocol Analyzer
@l CaptureFilters.., | Rev 46250 from /trunk-1.8) i
Capture L Files _§ |
Interface List — Open We
B= YP foet =
e Live fist of the capture interfaces Open 2 previously captured fie Wit th
[counts incoming packets) |
Open Recent: @ Use
1
@ Start 3
Choosze one or more interfaces to capture from, then Start Sample c,a Ptu res
[BET WIS 0IG AW EVICENNF T {EIULAUAU- 2T BT SUUD D A vich assortment of example capture files on the wiki @ 5ec
E‘ Microsoft: \Device\WPF_{3331CC90-70BB-4A05-9! —, Work

-

» Wybierz interfejs kt()r;;m twoj komputer lgczy si¢ z sieciql(zwykle eth0) i nacis’nij

start.
[l Wireshark: Capture Interfaces
Description Ip Packets Packets/s
1] Microsoft fef0:dche:b964:8bbLieald O 0
Fl 2] Microsoft £e80:70f6:57 en:2354:6d08 0 0
[F] ] Realtek PCle FE Family Controller fe0:f850:ac2b:20c43cla 99 4
Fl 2] Microsoft £e80:4d93:0845: daalidddf 0 0
_ Start . Stop . Options ‘ [ Close ]
b — e e '.*i;'
i Wireshark: Capture Interfaces h [“’:ﬁ‘ il=ly g
Description IP Packets Packets/s
[l E| Microsoft fedlnd cde:b964:8bbl:eall 0 0 _Qetafls

= E Microsoft feB0:70f0:57 ea:2354:6d98 i} i} Details

il E Microsoft fedl:4d93:9845: daab: 4 ddf f ] Details




» Przegladarka polacz si¢ z jakas strona internetowa (np. onet.pl).

€« [ www.onetpl

Onet Wiadomosci Sport Biznes Rozrywka Plotki Gry Tech Moto Styl zycia Wied

onet =

Dzisiaj Pogoda | Horoskop | Program TV | kina Warszawa teraz jutro
Kursy walut | Gietda online | Wyniki Lotto 7°C -5°C

» Skoncz chwytanle pakietow (Capture - Stop)
{fl Capturing from Reaftek PCle FE Family Controller: \Devic\NPF_(CEQQ751F-1E78-470B-8548-DDOSEBAFLIAAD) [Wir.. lﬂlﬁ

File Edit View Go (Capture Analyze Statistics Telephony Tools Internals Help

B @ @ B intefaces.. bl b oo F & AAQF @®MW -
: | @ Options., Ctrl+K ; = =
FI|tEF:. L@ start Ctrl<E Expression... Clesr Apply Save
No. Time @ Stop Ctrl+E [nation Protocol Length Info -
2451 115.17441 @ pectart Ctsp [23:€ SSDP 208 M-SEARCH * HTTP/1.1
2452 115.49709| : _62:fa:dc ARP 42 who has 192.168.123.17
JL 2453 115.40765 # Capture Filters.. ronI_c6:15:c3 ARP 60 192.168.123.1 is at 0C

2454 116, 334286 192,168,123, 34,12 6.120 4 49 - http [RST, AC N
1 2455 11?.110409 192.168.123.1 239.255.255. 250 S5DP 369 NOTIFY * HTTP/1.1
1 2456 117.217081.192.168.123.1 239,255, 253, 250 S5DP 369 NOTIFY * HTTP/1.1
| 2457 117.325040192.168.123.1 239.255.255.250 SSDP 378 NOTIFY * HTTP/1.1

» Przefiltryj liste pakietéw by zostawic tylko te opisujace komunikacje z
hostem www.onet.pl (IP: 213.180.141.140): w pasku ,,Filter” u géry okna programu
wpisz: ip.addr ==213.180.141.140.

"l Realtek PCle FE Family Controlier: \Device\NPF_(CEQ0751F1E7B-470B-8548- DDOOEBAFIAAD] [Wireshark 184 (sv... lL.=| Bl WSS
: SRS

File Edit WView Go Capture Analyze Statistics Telephon! Tools Internals Help

B o e EEXEs AaesoTE2I(EE QAUD  @BEM -
fter  ip.addr == 213.180.141.140 || Expression... Clear Apply  Save
Mo, Tlme Source Destination Protocol Length Info -
555 14 5331360192 168 1'23 103 213.7180. TP 55 4 53? > t‘l'_p [5\'!5 5
5?4 14, 62?3580 213 180.141.140 192.168. TCP 66 iTr_T_p > 49636 [SYN ACK-
5?6 14. 6280190 213.180.141.140 192.168. TCP 66 iTr_T_p > 496327 [SYN. ACK
589 14. 7202130 213.180.141.140 192.168.123.103 TCP 60 http > 49636 [ACK] Seq
| 590 14, ?3?1200 213.180.141.140 192.168.123.103 HTTP 195 HTTP,/1.1 301 Mowved Per
I 593 14, ?580130 213.180.141.140 192.168.123.103 TCP 60 http > 49636 [FIN, ACK




111. Analiza pakietéw
e  Okno Wireshark podzielone jest na trzy czesci:

» gobrna czes¢ zawiera liste ztapanych pakietow (przefiltrowanych przez filtr) - 1
» $rodkowa czg$¢ to analiza wybranego pakietu - 2

» dolna czg$¢ to zawartos¢ pakietu (binarna i reprezentacja ASCII) - 3

o 3
u Realtek PCle FE Family Cont’rql_i_er'a. Dey_iE’E}EFF_{CEgﬂ?SlF-lﬁB-d?DB-854&DD99E8AF1AA9} [Wireshark 1.84 (SV.. |.:'|—Ellﬁ

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

B @ el EEX28 Aa¢eeaT i (EF aaan #B8m8 »
Filter: | ip.addr == 213.180.141.140 E Expression... Clear Apply Save
Mo, Time Saurce

Destination Protocol Length Info

14,58, 2.16 TERE 66 49637 > Etp [SVA
574 14.6273580 213.180.141.140 .168.123.103 66 http = 49636 [5YN,

576 14.6280190 213.180.141.140 .168.123.103 66 http = 498637 SYN
. 7292130 213.180.141.140 .168.123.7103 60 http > 49636 [ACK]
7371200 213.180.141.140 .168.123.103 195 HTTP/1.1 301 Moved

7580130 213.180.141.140 60 http = 49636 FIN,

598 14.7804210213.180.141.140 192 23.103 66 http = 49639 [S5YN,

< | T | ]

| # Frame 556: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
® Ethernet II, Src: wWistronI_c6:15:¢c3 (fO:de:fl:c6:15:c3), Dst: Aamit_62:fa:dc (D0:50:18:62:faf

LT ]

+ Transmission control Protocol,

src Port: 49637 (49637), DsT Port: p (80), seq: 0, Lem: 0

nr B

0000 00 50 18 62 fa dc O de 1 c6 15 <3 08 00 45 00 sPabedes seeegs E: ,
0010 00 34 la cc 40 00 BO 06 00 00 cO a8 7b 67 d5 b4 oo Bloce ool

0020 B8d Bc cl e5 00 50 96 ef 2c &7 00 00 00 00 8O 02  ..... P i =
0030 20 00 9f 77 00 00 D02 04 05 b4 01 03 03 08 01 01 TETL Tl ey i SN BT e La
0040 04 02

| & |?_"|} File: "ChUsers\Pati\AppData\Local\Temp\... | Packets: 2544 Displayed: 85 ... | Profile: Default

e
=




e Zadania:

» Kliknij w wiersz tabelki opisujacy pierwszy pakiet protokotu HTTP.
[l Realtek PCle FE Family Controller: \Device\NPF_(CEQ0751F-1E7B-470B-8548-DDOOESAF1AAD) [Wireshark 1.8.4 (SV... L= | (=) M|

Eile Edit Miew Go Capture Analyze Statistics Telephon}r Tools Internals Help

W EEXfe a¢+»oTFL2/IEBE aaan #@2D »
Filter: | ip.addr == 213.180.141.140 BExpression... Clear Apply Save

Source

Mo, Time Destination Protocol Length Info

574 14.6273580 213.180.141.140 192 168 123 103 66 http > 49636 l ; =
576 14.6280190 213.180.141.140 192 168 123 103 66 htrtp > 49637

589 14 ?292130213 130 141 140 192 168 123 103 60 http > 49636
T - e - = 30

593 14.7580130 213.180.141.140 192. 168,123,103 60 http > 49636

598 14.7804210 213.180.141.140 192. 168,123,103 66 http > 49639 tSYN:

L — S F
CI QUi FPd. L3 UYLTI Uil mil T L1l Ul UIL3d, LIJF UyLTI LOPLUl Tu LLFUY WILI3 Wil T1iner Face W

| Ethernet II, Src: Amit_62:fa:dc (00:50:18:62:Fa:dc), Dst: WistronI_c6:15:c3 (fO:de:f1:chH;
| Internet Protocol Version 4, Src: 213.180.141.140 (213.180.141.140), Dst: 192.168.123.10
| Transmission Control Protocol, 5rc Port: http (B0), Dst Port: 49636 (49636), Seq: 1, Ack
| Hypertext Transfer Protocol

2 | 1 ¥

BEEEEER

0000 f0 de f1 c6 15 ¢3 00 50 18 62 fa dc OB 00 45 00 ....... P .b....E.
0010 00 b5 14 51 40 00 36 06 90 al d5 b4 8d 8c c0 a8 T & R
0020 7b 67 00 50 ¢l e4 c7 96 30 8e 20 39 8e db 50 18 {g.P. 0. 9..P.
0030 00 20 ef ed OO0 00 48 54 54 50 2f 31 2e 31 20 33 HT TP/1. 1 3
0040 30 31 20 4d of 76 65 64 20 50 65 72 od 61 6e 65 Dl MOVEd Permane
jnNEN £+ T4 £ 70 NAd N G- &F  £7 &1 74 _£0 &F £a 3o N Prlie Tm mardans
L e .ﬂ File: "C\Usersh\PatifAppDatatLocal\Temp\... | Packets: 2544 Displayed: 85 .., Profile: Default
=

Frame 590: 195 bytes on wire (1560 bits), 195 bytes captured (1560 bits) on interface 0
Ethernet II, src: Aamit_62:fa:dc (00:50:18:62:fa:dc), Dst: wistronI_c6:15:c3 (fO:de:fl:c6:15:c3)
Internet Protocol version 4, src: 213.180.141.140 (213.180.141.140), Dst: 192.168.123.103 (192.168.123.10
Transmission Control Protocol, Src Port: http (80), Dst Port: 49636 (49636), Seq: 1, Ack: 851, Len: 141
Hypertext Transfer Protocol

R EE

» Obejrzyj szczegdlowe informacje w srodkowej czgsci okna.

# Transmission Control Protocol, src Port: http (80), Dst Port: 49636 (49636), Seq: 1, Ack: 851, Len: 141
- HTTP/1.1 301 Moved Permanently\rin
+ [Expert Info (Chat/sequence): HTTP/1.1 301 Moved Permanently’rin]
Request Version: HTTP/1.1
Status Code: 301
Response Phrase: mMoved Permanently
location: http://www.onet.plirin
server: edgeserveririn
Connection: keep-aliwve\r'n
Transfer-encoding: chunked'r'n
N
-] HTTP chunked response
-l End of chunked encoding
Chunk size: 0 octets
chunk boundary




» Kliknij w Hypertext Transfer Protocol w srodkowej czgsci okna.

# Transmissijon Control Protocol, Src Port: http (B0O), Dst Port: 49636 (49636), Seq: 1, Ack: 851, Len: 141
= Hypertext Transfer Protocol

= [Expert Info (Chat/Sequence): HTTP/1.1 301 Moved Permanently’r\n]
Request Version: HTTP/1.1
Status Code: 301
Response Phrase: Moved Permanently
Tlocation: http://wew. onet.plirin
server: edgeserver\rin
Connection: keep-aliwve'r'n
Transfer-encoding: chunked'rin
rivn
= HTTP chunked response
= End of chunked encoding
Chunk size: 0 octets
Chunk boundary

» Obejrzyj ktore bajty w pakiecie odpowiadajg za zawartos¢ HTTP, a ktore za naglowki
(Ethernet, IP, TCP).

= Transmission Control Protocol, 5rc Port:

Source port: http (80)
Destination port: 49636 (49636)
[stream index: 19]

Sequence number: 1 (relative sequence number)
[Next sequence number: 142 (relative sequence number)]
Acknowledgment number: 851 (relative ack number)

Header length: 20 bytes
[ Flags: Ox018 (PSH, ACK)
wWindow size wvalue: 32
[calcuTlated window size: 16384]
[window size scaling factor: 512]
# Checksum: Oxefeé [validation disabled]
# [SEQ/ACK analysis]

E Ethernet II, 5rc: £ 00:50:18:02:Ta:
# Destination: WistronI_c6:15:c3 (fO:de:f1l:c6:15:c3)
# source: Aamit_62:fa:dc (00:50:18:62:Fa:dc)

Type: IF (0x0800)

= Internet Protocol version 4, Src:

version: 4
Header length: 20 bytes
@ Differentiated services Field: O0x00 (DSCP 0x00: Default; ECN: 0x00: NoT-ECT (NOT ECN-Capable Transport))
Total Length: 181
Identification: Ox1451 (5201)
® Flags: 0x02 (Don’t Fragment)
Fragment offset: 0
Time to Tive: 54
protocol: TCP (&)
& Header checksum: 0x90al [correct]
Source: 213.180.141.140 (213.180.141.140)
Destination: 192.168.123.103 (192.168.123.103)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

» Jaki jest lokalny numer portu? Jaki jest numer portu serwera?
B Transmissinn camte-ad nearncnl o spc Port: http (B0), Dst Port: 49636 (49636), Seq: 1, Ack: 851, Len: 141

ource port: http (80)

-l_ngt‘i%port: 49636 (49636)
[streal A LIT]

sequence number: 1 (relative sequence number)




» Znajdz pakiet z odpowiedzig serwera.
= Frame 590: 195 bytes on wire (1560 bits), 195 bytes captured (1360 bits) on interface 0
Interface id: 0
WTAP_ENCAP: 1
Arrival Time: Dec B, 2012 18:16:38.678479000 Srodkowoeuropejski czas stand.
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1354986998, 678479000 seconds
[Time delta from previous captured frame: 0.007907000 seconds]
[Time delta from previous displayed frame: 0.007907000 seconds]
[Time since reference or first frame: 14.737120000 seconds]
Frame Number: 590
Frame Length: 195 bytes (1560 bits)
Capture Length: 195 bytes (1560 bits)
[Frame is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ip:tcp:http:data]
[coloring Rule Name: HTTP]
[coloring Rule string: http || tcp.port == EB0O]

» 7 jakiego portu zostata wystana odpowiedz? Na jaki port w naszym hoscie?
» Jaka jest zawarto$¢ odpowiedzi serwera?

IV. Cache'owanie w HTTP

» Taczes¢ trzeba wykonaé z wlgczonym lapaniem pakietow [po wstepnym wybraniu
interfejsu, tapanie pakietow mozna wilaczaé przez Capture — Start]

[l The Wireshark Network Analyzer [Wireshark 1.8.4 (SVN Rev 46250 from ;trunk-i.a)j e — L | S|

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

W BB e ks F L EEaaan #E0% B

- Options... Ctrl+K & N
Filter: | | @ start ChrieE B Expression.. Clear Apply Save
@ Stop Ctrl+E sl
@ Restart =it 10st Popular Network Protocol Analyzer
@ Capture Filters... | Rev 46250 from /trunk-1.8)
Capture  Files _J  Online |
Interface List Open Website
s T =
B (ive fist of the capture interfzces Open 2 previously captured fie Visit the project’s website =

(counts incoming packsts)
Open Recent:

@ User's Guide

& Start The User's Guide {local version, Tf instalied]
Choose one of more interfaces to capture from, then Start Sample Captures
|81 Microsoft: \Device\ NPF {ES62A0A0-27BF-4DDB-BCA-3 - AT T R ik s e i e Security
£ Microsoft: \Device\NPF_{3331CC00-70BB-4A05-95A6- A4 Ei Wk whh Wembhark o secmely. o perelble
L#] Realtek PCle FE Family Controller: \Device'\ MPF_{CE90751—
Lo | Wflirrneaft A Navica\ MIDE JIREER 76 ANETEAATC.0INIQTE il

< m | r

ﬁ Capture Options

Start  capture with detsied options

Ready to load or capture | No Packets i.Prof\Ie: Default

» Polacz sie jeszcze raz z Onet.pl (lub inng wybrang strong)

€« c DO WW.OHEt.pI

Onet Wiadomosci Sport Biznes Rozrywka Plotki Gry  Tech Moto Styl zycia Wied

DZiSiaj Pogoda | Horoskop | Program TV | Kina Warszawa te?"‘:z: {Q‘) jutro

Kursy walut | Gietda online | Wyniki Lotto 5°C




» Ogranicz pakiety do http (filtr: http && ip.addr ==213.180.141.140)

Filter:  http &8& ip.addr == 213.180.141.140 IEI

» Co zmienilo si¢ w odpowiedzi serwera? Dlaczego serwer http mogt tak odpowiedziec¢?
rehard TRA TRE 550 v AL ST s

I Capturing from Resltek PCle FE Family Controller \Device\NPF. - (CE90751F-1E7B-4708-8548-DD99EBAFLAA

File Edit View Go Capture Analyze Statistics Telephony Tools Internals _Help
DENMN EEXBE NP OTE QaaDn WEB% 8
Filter:  http &6 ip.addr == 213.180.141.140 IZIExpressTon... Clear Apply Save

Me. Time Source Destination Protocel Length Info

44 0,66981600102.168.123.103  213,180.141.140  HITP 1085 GET / HTTP/1.1
46 9.70327200213.180.141.140 192.168.123.103 HTTP 195 HTTP/1.1 301 Moved Permanently

156 10.1486560 213.180.141.140 192.168.123.103 HTTP 5?? H'ITP/l 1L 200 oK (text/]avascr'lpt)

236 10. 2845960 213.180.141.140 192.168.123.103 HTTP 401 HTI'P/l 1 200 OK (text,-"htm'l)

[ Frame 44: 1085 by‘:es on wire (8680 bits), 1085 by‘:es captured (868D bns) on 1nterface o
{55 AT :de:f E5E z ' z

D000 0D 50 18 62 fa dc fO de f1 cb 15 c3 08 00 45 00 .P.b....
0010 04 2f 25 3 40 00 BO 06 00 00 cO aB 7b 67 d5 b4 . /%.@...

0020 8d 8c ¢2 70 00 50 a6 74 €3 6e ef 1c 0d 4a 50 18 PPy

0030 01 00 a3 72 00 Q0 47 45 54 20 2f 20 48 54 54 50 wai i

0040 2f 31 2e 31 0d Oa 48 6f 73 74 3a 20 6f 6e 65 7 /1.1, .Ho st: il
anc0._ o 70 £c Od 0o 43 £F 6o £o £5 £33 74 60 6F 60 Jo ol _ren moction. .

@ "j' Realtek PCle FE Farmly Contraller: \Device\N... | Packets: 1158 Displayed: 9 Marked: 0 | Profile: Default




V. TCP
e Naglowek TCP (ta czes¢ wykonujemy z wlaczonym lapaniem pakietow)

| i The Wireshark Nﬂwnrkh\af,mr [Wresharlci!ld (Swhvmﬁﬂﬁmﬁrunk “!ﬁy—_“ Ll_u‘j
'| File Edit View Go Capture | Analyze Statistics Telephony Tools Internals Help |

'“g&ﬁuhﬂ:eﬂ’ace; Ctrl+[@@”§‘&| |@@ﬁ%|i@@%‘@

@ Options.. Ctrl+K
|B Start Ctrl+E —Bamessiun‘.. Clear Apply Save

& Stop Ctri+E —
@ Restart Eulilost Popular Network Protocol Analyzer
8 Capture Filters... | Rev 46250 from ftrunkc:

Capture Files [ online |

= Interface List [ Open n Website
Live fist of the capture interfaces Open 2 previously captured file Vish the project’s website =

{counts incoming packets)

Open Recent: ww User's Guide
I @ Start The User's Guide (local version. 1f instalied)

Choose one or maore interfaces to capture from, then Start Sample Captures

(] Microsoft: \Device\NPF_{F562A040-27BF-4DDB-BCA9-3F ARcT =t ohecampl capiiie Beson e Wid @ Security

E Microsoft: \Device\NPF_{3331CC90-TUBB-4AUS-95AG-M|§

E| Realtek PCle FE Family Controller: \Device\NPF_{CE9075]—

0| Mirrmenf 4 Daviest MDE FIRRARIAA-NFTEA ATE_0INIRIE
3

[«
ﬁ Capture Options

St 2 capture with detsiled options

‘ Work with Wireshark as securety a5 possible

Ready to load or capture ‘ No Packets ; Profile: Default

» uzyj przegladarki i potgcz si¢ z jaka$ strong (np. onet.pl)

€« C [ www.onetpl

Onet Wiadomosci Sport Biznes Rozrywka Plotki Gry  Tech Styl zycia Wied

onet

DZiSiaj Pogoda | Horoskop | Pragram TV | Kina Warszawa teraz jutro R})
Kursy walut | Gietda online | Wyniki Lotto -TBC -5°C




» Wylacz analiz¢ protokotu HTTP (Analyze - Enabled Protocols). Ustaw filtr na

protokot TCP i adres IP serwera www.onet.pl
.'?i.TheWirshar_k Netwark Analyzer [Wireshark 184 (SVN ] trun|
0 File Edit View Go Capture Analyze Statistics Telephony Tools Internals __ﬂ?!p

il ® g 8 | [ @ Display Fitters.. R acan a0mi 8

Display Filter Macros...

kpression,.. Clear Apply  Save

Apply as Column

Apply as Filter 3

Prepare a Filter [@work Protocol Analyzer
< Enabled Protocals.. Shifts Ctrl+ £ |
Bf Decode As..,
%8 User Specified Decodes...

ﬁm hal:lc.EnahladP oto 1--:.

Enabled Protocols
Eétatus 4 Protocol - ~ Description ]
| [ HP_ERM HP encapsulated remote mirroring
HPEXT HF Extended Local-Link Control
® HPSW HP Switch Protocol
HPTEAM HP MNIC Teaming Heartbeat
¥  HSR High-availability Seamless Redundancy (IEC52439 Part 3 Chapter 5)
HSR_PRP_SUPERVISION HSR/PRP Supervision (IEC62439 Part 3)
[¥]  HSRP Cisco Hot Standby Router Protocol =
i B HTIP Hypertext Transfer Protocol
I ¥ HyperScs HyperSCSI
RC Inter-Integrated Circuit
& 1AP Information Access Protocol
IAPP Inter- Access-Point Protocol
W 1ax2 Inter-Asterisk eXchange v2
ICAP Internet Content Adaptation Protocol
"] ICBAACcoCB ICBAAccoiZallback
ICBAAccoCB2 ICBAAccoCallback?
¥  ICBAAccoMgt ICBAAccoMgt
ICBAAccoMgt2 ICBAAccoMgt2 -
< | [T | b
Disabling a protocel prevents higher layer protocols from being displayed
| EncbleAll || Dissbleal || Inver |
Help o || apey || swe || Conce |




» Znajdz i zaznacz (Edit - Mark Packet) pakiet w ktorym przegladarka przesyta zadanie

do serwera.
| Capturing from Realtek PCle FE Family Controller: \Device\NPF_{CES0751F-1F78-470B-B548-DD9OEBAF1AAG}  [Wireshark 1.8.4 (SVN Rev 46250 from /trunk-1.81] ‘ E=T0E0 T

File Edit View Go Capture Analyze Statistics Telephon’y Tools Internals  Help
Beaee EEX2E A+ssaT 2 /HE QA @89 % B

Filter: | tcp &8 ip.addr == 213180.141 140 Iz[Expre;;fnn..‘ Clear Apply Save

Mo. Time Source De:tmat\cm Protocol Length Info -

3789 184.057606 192.168.123.103 2 T D 6 49951 > http [SYN] Seq=0 Win=8192 Len=0 MS5=1460 Ws=256 sac[s
A 016 1C 3 3 Mark F’acket (tuggle] 40 2 h = C en= A 3 3
Ignore Packet (toggle)

) Set Time Reference (toggle)
&) Time Shift...

3811 184.138940213.180.141.140 } |71 Edit or Add Packet Comment...

ACK] Seg=0 Ac Win=14600 Len=0 M55=148&
ACK] Seq=0 Ack=1 win=14600 Len=0 M55=146

b http > 49951 [S¥YN,
b http > 49053 [s¥N,

3805 184.087031213.180.141.140
3806 184.094772213.180.141.140

D http > 49951 [Ack] Seg=1 Ak= 062 wWin=16896 Len=0

Manually Resolve Address

Ts) on interface 0
_62:fa:dc (00:50:18:62:fa:dc)

[ Apply as Filt
& Frame 3789: 66 bytes on wire (528 bi PR G pIET

# Ethernet II Prepare a Filter

Conversation Filter
Colorize Conversation
SCTR

Follow TCP Stream
Follow UDP Stream

Follow 55L Stream

- v v v ¥

Copy L

Decode As...

0000 00 50 18 62 fa dc f0 de L cg 15 = /nt- ) ) . oEx
0010 00 34 31 b3 40 00 80 06 00 00 c0O,  Show Packet in New Window S g,
0020 8d Bc c3 1F 00 50 1a 7a cc 68 00 LU VU UU-BU Uz przn. L
0030 20 00 OF 77 00 00 D2 04 05 b4 01 03 03 08 01 O1 . ove. s oeernns
0040 04 02 i =

[l' £

@ ﬂfRea\tek PCle FE Family Controller: \Device\N... | Packets: 4769 Displayed: 90 Marked: 0 | Profile: Default
= —— p— —

» Co jest w naglowku TCP? Jakie flagi sa zwiazane z zagdaniem?

- = g
E Capturing from Realtek PCle FE Family Controller: \Device\NPF_{CE90751F-1E76-4708-8548-DDYSEBAFIAAS]  [Wireshark 1.8.4 (SVN Rev 46250 from /trunk-1.8)] h@lm

File Edit View Go Capture Analyze Statistics Telephon! Tools Internals  Help

S 2RYEER Aes TR |IEE @D WMk B

Filter: | http B Expression.. Clear Apply Save
Na. Time Source Destination Protocol Length Info =
104 2.14841800 213.180.141.140 192.168.123.103 HTTP 435 HTTP/1.1 200 ok (text/html) :

4NC O deTCEAAN AT HTE0 T 4 e Ly e ¥ e ¥ e Patatal VEA LA e e s

< ml | b

content-encoded entity body (gzip): 35156 bytes -> 227658 bytes
= Line-based text data: text/html
<!DOCTYPE html>\n
<html Tang="p1">\n
<heads'n
<meta charset="utf-8" />\n
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1" />\n
<meta name="msapplication-starturl” content="http://www.onet.pl/"/>\n
<meta name="msapplication-task"” content="name=Wiadomo'305\233ci;action-uri=http://wiadomosci.onet.pl/;icon-uri=http://oc
<meta name="msapplication-task" content="name=Biznes;action-uri=http://biznes.onet.pl/;icon-uri=http://ocdn.eu/static/te
<meta name="msapplication-task"” content="name=Sport;action-uri=http://sport.onet.pl/;icon-uri=http://ocdn.eu/static/temp
<meta name="msapplication-task" content="name=Film;action-uri=http://film.onet.pl/;icon-uri=http://ocdn. eu/static/templa
<meta name="msapplication-task"” content="name=Muzyka;action-uri=http://muzyka.onet.pl/;icon-uri=http://ocdn.eu/static/te
<meta name="msapplication-task" content="name=voD;action-uri=http://vod.onet.pl/;icon-uri=http://ocdn.eu/static/template
<meta name="description” content="Dzisiaj w Onet.pl: wiadomo“305%233ci z kraju i ze “305\233wiata; biznes, sport, rozryw
<title=onet - informacje, rozrywka, emocje</title=\n
<link rel="shortcut icon" href="http://ocdn.eu/static/template-engine/Mjg7MDA_/b3d7d06c35b740e1bf97732500a56684 /Faviconn
\n i
‘| 11 | »

5]

0 de ¥1 b6 15 c3 00 50 1B 62 Ta dc OB 00 45 00
013.519754(}093?.6 89 Bd d5 b4 Bd Bc cO a8
?hﬁ?m50c41ce3t_'l fa.lil.?lilc468:501

FramE (435 bytes) | Reassernbled TCP (35421 bytes]l Uncompressed entity body (227658 bytes)|

@ ﬂ\ Frame (frameJ 435 bytes [Packets 1910 Displayed: 406 Marked: U Profile: Default

» Znajdz i zaznacz pakiet z odpowiedzig serwera zawierajgca strong internetowa. Jakie
flagi sg ustawione? Czy jest to jedyna odpowiedz TCP serwera? Jesli nie - dlaczego
jest ich wiecej? Czym rdznig si¢ pozostale odpowiedzi?

= Flags: 0x02 (Don't Fragment)
0... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment offset: 0
Time to Tive: 128
Protocol: TCP (&)



e Zestawianie i zamykanie polaczenia TCP
» Przeanalizuj pakiety tcp poprzedzajace pakiet z zadaniem http.
Bile Bt Wew Qo Cepleie  Ansdyee  Stabehin Tﬂimheml_ Toedy rieevals  Melp
SedaesExa@d veeeFTdELE g @O%E 8
Fler  hrip 805 iposdds s e U100 80 180 -El’.nplud-m.. Clear” Apply - Save

L

Tirrst SEELE
¥ by, 1

1%6 10. 1486560 21 3. 180.141. 140 197, 188.1273.103 HTT#® 37T HTTP 1.1 200 ok (Eext/javascript})

236-10. 284 3960 21 3. 180,141, 140 192,166, 123103 HTTP 40F WTTR, 1,1 200 o8  (Cont/heml)

» lle jest takich pakietow?
» Kto inicjuje potaczenie?

vt
¥ 5 ¥ '

<1 5. 180, 141, 14

F13. 180,141,140

Z13.180:14).140

» Jakie flagi sa ustawiane?
= Flags: 0x02 (Don't Fragment)
O0... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
S o More fragments: Not set
Fragment offset: O
Time to live: 128
Protocol: TCP (&)

» Przeanalizuj pakiety tcp po pakiecie z odpowiedzia http.
ML G R | ] i i I TIRG T 7 T F

A6 9, TOIIT 200 211, 180, 141, 140 187.1 3. 103 HITP 193 WTTR 1.1 101 Moved Fersanent iy

156 10, 1486580 713 180,141,140 192, 168,123,103 HTT® SFT HTTR/1,1 200 0% (text/javascript)

2306 10, 2E4 5980 F1 3. 180,141,240 192, 168,123 103 HTTH 401 WTTR/1,1 200 o8 (text/ntml)

» lle jest takich pakietow?

» Kto zaczyna proces zamykania potaczenie?
F L LT RG 1l 1dG

192,168,123, 103

183,168,123, 104

192168123, 103




» Jakie flagi sa ustawiane?
= Flags: 0x02 (Don't Fragment)

O0... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set

Fragment offset: 0O

Time to live: 128

Protocol: TCP (&)

e Potaczenia keep-alive w http - zobaczymy jak przegladarka i serwer obstuguja strony
wymagajace wiecej niz jednego zadania http. (Ta cze$¢ wykonujemy z wlgczonym tapaniem

pakietow)
" r 0 e ——— e —we = . .
- The Wireshark Network Analyzer [Wireshark {BA (SVN Rev 46250 frmn[hunk—l.!!j_] ﬂ H;Fg
.__File g_:ﬁx Wiew _Qo Capture | Analyze Statistics Tz_lep_hunx Ioufs_ }nte_(hals Hef_p ]
N ceid b b 9 F B | aeeHE $ED % B
———— i@ Options... Ctrl+K
. P o s
F!Fter.: -|E Start CtileE : Expression... Clear Apply Save

Ctrl+E
Ebil 1ost Popular Network Protocol Analyzer

@l Capture Filters... | Rev 46250 from ftrunk-1.8)

““

Interface List = Open Website

Live fist of the capture interfaces Open & previcusly captured file Visit the praject’s website
{counts incoming packsts)

| @Start

Choose one or more interfces to capture from. then Start Sample Captures

>

m

Open Recent:

The Users Guide {local versien, if instalizd]

Atich assortment of example capture files on the wiki

Security

Wark with Wireshark as securely as possible

E' Microsoft: "\ Device\NPF_{E562A0A0-27BF-4DDB-BC49-3E «
E' Microsoft: \Device\MPF_{3331CC0-T0BB-4A05-3546-A4 } = ‘
E‘ Realtek PCle FE Family Controller: \Device\NPF_{CE9075]—

@ User's Guide
7]

L8] Micrnenft A Paic ot MDE FIASARAANFIEAATCOMIRIE T
|«] il »

Capture Options

Start 2 capture with detailed options

Ready to load or capture | No Packets ; Profile: Default

» Polacz sie z onet.pl (wyczys¢ cache przegladarki)

<« C | [ www.onetpl
Onet Wiadomosci Sport Biznes Rozrywka Plotki Gry  Tech Moto Styl zycia Wied

DZiSiaj Pogoda Horcs_kop PrqgramTV_ }_(lna Warszawa teraz jutro
Kursy walut | Gielda online | Wyniki Lotto 7°C 5°C




» Znajdz i zaznacz pakiety zawierajace dwa zadania http

Capturing from Realtek PCle FE Family Controller: \Device\NPF_{CEQ0751F-1E78-4708-8548-DD90EBAFLAAD} [Wireshark 1.8.4 (SVN Rev 46250 from /trunk-1.8)] o

File Edit View Go Capture Analyze Statistics Telephorry Tools Intermals  Help

B e e e ¥2olaesaT2E3acaan @#8m % B

Filter: http &8& ip.addr == 213.180.141.140 IZI Expression.., Clear Apply Save

Mo, Time Source Destination Protocol Length Info -
325 65, 7133740162 168.123.103 213.180.141. 140  HTTP 1315 GET / HTTR/1.1
412 66.2662710213.180.141.140 192.168.123.103 HTTP 460 HTTP/1.1 200 ok (text/html)

| 420 66.3408530 213.180.141.140 192.168.123.103 HTTP 610 HTTP/1.1 200 oK (text/javascript)

| 440 69.2144320213.180.141.140 192.168.123.103 HTTP 538 HTTP/1.1 200 ok (text/html)
17)‘ 185 21')7') :! F\ 1 TAMN 1[\ 1H 12 1Nz uTTD I uTTo 1 1 2NN N frtavt fhtmly i

P . |

W Frame 325: 1115 bytes on wire (8920 b1ts). 1115 bytes captured (8920 b1ts) on 1n‘terface 4]

.El Ethernet II, Src: 5 : i 3

® Transmission Control Protoco'l Src Port: 50013 (50013), bst Port: hrrp (80), Seq: 1, Ack: 1, 1061

=+ Hypertext Transfer Protocol

0000 00 50 18 62 fa dc fO de f1 cé 15 c3 08 00 45 00 B ¢ L. E. -

0010 04 4d 35 ba 40 00 80 06 00 00 cO a8 7b &7 d5 b4 ...1g.. =

0020 8d 8c c3 5d 00 50 03 3c 56 87 8c 91 a2 39 50 18 S 3 .op.

0030 01 00 a3 90 00 00 47 45 54 20 2f 20 48 54 54 50 ...... GE T ,/ HTTP

0040 2f 31 2e 31 0d Oa 48 6f 73 74 3a 20 77 77 77 2e /1.1..Ho ST: wemw. =

ANSN _&F Gm G5 T4 In TN G- N fn A3 GF Gn Gn &5 &3 T4 i a3 rarence

@ ﬂ?Rea\tek PCle FE Family Controller: \Device\N... | Packets: 4021 Displayed: 16 Marked: 0 Profile: Default




» Czy dla kazdego zadania nawigzywana byla oddzielna sesja TCP, czy tez oba zadania
byly obstuzone w jednej sesji?

il Capturing from Realtek PCle FE Family Controller: \Device\NPF_{CEQQ751F - 1E7B 4708 8548 DDAOESAFIAAD] [Wireshark 1.8.4 (SVN Rev 46250 from /trunk-1.8]] E=nie

Eile Edit View Go (Capture Analyze Statistics TelEphonz Tools Internals Help

=S - BERXFE A+ T L Bl laaq B &Em::x|

Filter: | http 88 ip.addr== 213.180.141.140 |z| Expression... Clear Apply Save

Mo, Tlme _ Source _ Destmatlon Protocol Length Info p
412 66 2662?10 213 IEU 141 140 192 168 123 103 H'I'I' 460 H‘I‘I’P 1. 120 K (text/html)
42 6.34853&213.180.141.140 192.18.123.103 ‘I‘r H‘I‘rF/l. 000 _(I.E‘L/javascr'ipt) ) | t
=, T ————

A72 WTTD /1 frovt [html)

Source port: http i
Destination port: 50013 (50013) |
[stream index: 19]

Sequence number: 35041 {relative sequence number) =
[Next sequence number: 35447 (relative sequence number)]
acknowledgment number: 1062 {relative ack number} i

Header Tength: 20 bytes
& Flags: Ox018 (PSH, ACK)
window size value: 33

[calculated window size: 168967 d
4 | [l r
0020 7b 67 18 -
0030 [F ea 26 =
0040 (= (7 C3 07 6 7 EG 00 84 dZ 33 87 fﬁ "3 35 Qb -

Frame (460 bytes) | Reassembled TCP (35446 bytrs)l Uncompressed entity body (227890 bytes)

("] |:“|' Transmissicn Control Protecol (tcp), 20 bytes | Packets: 4336 Displayed: 16 Marked: 0 il Profile: Default
[l Capturing from Realtek PCle FE Family Controller: \Device\NPF_(CEQ0751F-1E7B-470B-8548-DDOYEBAFLAAD]  [Wireshark L84 (SVN Rev 46250 from /trunk-1.8]] -

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
E 8 - HES A DT E B aqap R mxg 8

Filter: | http &8 ip.addr —— 213.180.141.140 [=] epression.. Clear Aopiy Save

No. Time Source Destination Protocol Length Info
412 66.2662710 213.180.141. 140 7 2 HTTP 460 HTTP/1.1 200 OK (text/html)
414 6 'BO4110 192, 1 ' L4 g HI TP 1099 GET /i STl -5 HTTR/.1
420 66.3408530 213.180.141.140 192.168.123.103 HTTP 610 HTTP/1.1 200 OK (text/javascript)
240 69.2144320 213.180.141.140 192.168.123.103 HTTP 538 HTTP/1.1 200 OK (text/html)
SRR AM1o7> ot A1 1A TG 1RR 123 1n y
i = F

i
Transmission Control Protocol, Src Port: 50013 (50013), Dst Port: http (80), seq: 1062, ack: 35447, Len: 1045
Source port: 50013 (50013)
pestination port: http (80} il
[stream index: 19] ‘

sequence number: 1062 {relative sequence number)
[Next sequence number: 2107 {relative sequence number)}] |=

acknowledgment number: 35447 {relative ack number)
| Header length: 20 bytes

| = Flags: OxO0L8 (PSH, ACK)

| window size wvalue: 255 "
| [calculated window size: 65280]

| [window size scaling factor: 256] -
I

|

|

0000 00 50 18 62 fa dc fO de f1 c6 15 <3 08 00 45 00
looie 04 3d 35 el 40 00 BO 06 00 00 cO a8 7b 67 d5 ba
#0020 8d Bc c3 5d 00 50 03 3c 5a ac Bc 92 2c af 50 18
fjeoz0 00 ff a3 80 00 00 47 45 54 20 2f 5f 63 64 66 2T
#0040 63 6C 69 65 62 74 2e 6a 73 20 48 54 54 SCI 2f 31

ANSA 9o 31 nd NS A 6f 73 A 35 an 37 Tv Tw

- €9
Z.

o BE & :
|e BT |Reaktek PCle FE Faml\y Control\er \Devl:e\N | Paclcets: 4461 Dlsplayad 16 Marked: 0 | Profile: Default

» Co daje niezamykanie potaczen (czyli http w trybie keep-alive)? Jakie sa mozllwe
problemy?



VI. IP
. Nagiowek IPv4 - tg czgs¢ wykonujemy z wlgczonym lapaniem pakietow

- — A [
" [l The Wireshark Network Anslyzer [Wireshark 1.8.4 (SVN Rev 46250 immmunk- e e E=Nacy

Eile Edit View Go ure  Analyze Statistics Tetephun! Tools Internals Help
@ T & QeaDn Edmx B

EIExpression..‘ Clear Apply Save

Interfaces... Ctri+1
Options... Ctri+K
Start Ctrl+E
Stop Ctri+E o
b Restart il 105t Popular Network Protocol Analyzer
Capture Filters... | Rev 46250 from ftrunk-1.8)

= Interface List = Open m Website
) o
Live fist of the capture interfaces " Open 2 previously czptured fils Visit the project’s website =
{counts incoming packets)
Open Recent: ws User" 5
ser's Guide
Start ey
The User's Guide (local version, if insntalied)
@ {Choose one or maore interfaces to capture from, then Start Sample Captures
%] Microsoft: \Device\NPF _{ES62A0A0-27BF-4DDB-BC40-3E ABChisssorment of sxamole caphie Resion the i @ Security
£ Microsaft: \Device\MPF_{3331 CCO0-TOBB-4A05-05A5-A4 ; = ‘ NGRS S e S Shossites
E‘ Realtek PCle FE Family Controller: \Device\NPF_{CE90751—
LTI MMirrmeaft \Naei -~ MDE SIACAREANCIE AATC 00210 ] i
€| | [
Capture Options
Start 2 capture with detailed cptions
_éeady to load or capture "~ [NoPackets E‘Pru’ﬁfe: Default i

» Polacz si¢ z wybrana strona (np. onet.pl)
€« [ www.onetpl

Onet Wiadomosci Sport Biznes Rozrywka Plotki Gry Styl zycia

onet

Dzisiaj Pagoda | Horoskop | Program TV | Kina Warszawa teraz jutro R’.)
Kursy walut | Gietda online | Wyniki Lotto -TQC 5°C

» Wybierz pakiet zawierajacy zadanie http
M ﬁn Realtek PCle FE Family Controller: \Device\NPF_(CE90751F-1E78-4708-8548-DDYIEBAFLAAG]  [Wireshark 184 (SVN Rev_@
File Edit View Go Capture Analyze Statistics Telephor‘r:,_r Tools Internals  Help

BEHMN BEEXZS vesoT 2 [EE QQAQN $#0% % B

Filter: | http Elf_xpression... Clear Apply Save

Vi Y & |

MNo. Time Source Destination Protocol Length Info
50,01752200192.168.123.103 213.180.142. 191 [ 123 post /0/? HTTP/1.1  (application/x-www-form-urlencoded)

9 0.05956000213.180.142.191 192.168.123.103 115 HTTP/1.1 200 OK (text/html)
13 0.78371000 fe80: :F850:ac2b:20c FFO2::c 208 M-SEARCH * HTTP/1.1

79 2.01549100 213.180.141.142 192.168.123.103 343 HTTP/1.1 304 Not mModified

101 2.13907500213.180.141.148 192.168.123.103 343 HTTP/1.1 304 Not mModified (]

D || —SS—SS,S !

m Frame 5: 123 bytes on wire (984 bits), 123 bytes captured (984 bits) on interface 0
® Ethernet IT, Src: WistronI_ch: 15 |:3 (ﬂ} de fi |:6 15: (3) Dst A'I'I'it 62:fa:dc (DD 50 13 62 'Fa dc)

3] Tr'sm1's1'onr‘lﬂ Protoctﬂ i src Port 50203 (50203) Dst Por‘t: http (BD) Seq 1426 Acic T, en: E i
®m [2 Reassemb'led TCP Segments (1494 bytes): #4(1425), #5(69)] l
d i 1

"l HypErtext

® Line-based text

ata: application/x-www-form-urlencoded

0000 00 50 18 62 fa dc fO de fL c6 15 c3 08 00 45 00
0010 00 6d 40 35 40 00 80 06 00 00 cO a8 7b &7 d5 b4
0020 Be bf c4 1b 00 50 02 66 ec 18 d6 ea ba 97 50 18

Frame (123 bytes) Reassemeed TCP (1494 bytes) |
L] E‘r |Realtek PCle FE Family Controller: \Device\N... | Packets: 372 Displayed: 134 Marked: 0 | Profile: Default




» Przeanalizuj zawartos$¢ naglowka IP
ﬁm—;n_g ﬁ"Em Realtek PCle FE Family Controller: \Device\NPE_{CES0751F-1E78-4708-8548-DDGOESAFLAAD) [Wireshark

A v Re B30 e Froni TR ()
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals  Help

Beaoe sEx2 a+saTF2 /B Qaaafn @88 % B

Filter: http IZIExpressl'on..‘ Clear Apply  Save

[N Tirns Csirra Nartinatine Dretnral  lanmth  Infn =

4] [ | b

® Frame 5: 123 bytes on wire (984 bits), 123 bytes captured (984 bits) on interface 0
® Ethernet II, Src: wWistronI_c6:15:c3 (f0:de:fl:c6:15:c3), Dst: Amit_62:fa:dc (00:50:18:62:fa:dc)
PERRT 1

Internet Protoc versijon 4, Src 123.103 (192.168
version: 4
Header length: 20 bytes

& Differentiated Services Field: 0x00 (DSCP 0x00: pefault; ECN: Ox00: Not-ECT (Not ECN-Capable Transport)) 1
Total Length: 109 I
Identification: 0x4035 (16437) ]

@ Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 128

protocol: TCP (6) 1

source: 192,168.123,103 (192.168.123.103)
Destination: 213.180.142.191 (213.180.142.191) |
[source GeoIP: uUnknown]
[Destination GeoIP: unknown]

@ Transmission Control Protocol, Src Port: 50203 (50203), Dst Port: http (80), Seq: 1426, Ack: 1, Len: 69

® [2 Reassembled TCP Segments (1494 bytes): #4(1425), #5(69)] I
= Hypertext Transfer Protocol |
# Line-based text data: application/x-www-form-urlencoded Il
0000 00 50 1B 62 fa dc fO de f1l c6 15 c3 OB 00 [ 3
0010 [ 00 |

0020 1 5 66 e

Frame (123 bytes) | Reassembled TCP (1494 bytes)i

@ :‘ﬂirlntemet Protocol Version 4 (ip), 20 bytes | Packets: 586 Displayed: 177 Marked: 0 . Profile: Default
—

» Wybierz pakiet zawierajacy odpowiedz http

9 0.05956000213.180.142.191 192.168.123.103 HTTP 115 HTTP/1.1 200 oK (text/html)
13 0.78371000 fe80: :f850:ac2b:20cff02::c SSDP 208 M-SEARCH * HTTP/1.1

79 2.01549100213.180.141.142 192.168.123.103 HTTP 343 HTTP/1.1 304 Not Modified

101 2.13907500213.180.141.148 162.168.123.103 HTTP 343 HTTP/1.1 304 Not Modified

105 2.16756400192.168.123.1 239.255.255.250 369 NOTIFY * HTTP/1.1
106 2.17232500213.180.141.142  192.168.123.103  HTTP 301 HTTP/1.1 304 Not Modified
» Jakie jest TTL?
| Capturing from Realtek PCle FE Family Controller: \Device\NPF_(CEOO751F-1678-4708-8543-DDOOEBAFIAAD) _ Wireshark 184 (SVN Rev 46250 from firunk-1.8)] sl =1 e

| Eile Edit View Go Capture  Analyze Statistics Telephony Tools Internals  Help

B BEX2E AeswTL [EE aaafn #2% % B

Filter: | hitp [ ] Expression... Clear Apply Save
Mo, Time Source Destination Protocol Length Info -
1ua Z.14841 800 £135. 180,141, 140 192, 108, 1235, 105 HI1IP 433 HIIF/L.1 20U UK ATexT/nTmi) —=|
105 2.16756400192.168.123.1 239.255.255.250  sspP 369 NOTIFY * HTTR/1.1
106 2.17232500 213.180.141.142  192,168,123.103  HTTP 301 HTTR/1.1 304 Not Modified
108 2.17440000 213.180.141.145  192,168,123.103  HTTP 309 HTTP/1.1 304 Not Modified =
o] I [ »
o Internet Protocol version 4, Src: 213.180.141.145 (213.180.141.145), Dst: 192.168.123,103 (192.168.123.103) -

version: 4 I
Header Tength: 20 bytes
& Differentiated Services Field: 0x00 (DSCP Ox00: Default; ECN: 0x00: Not-ECT (Mot ECN-Capable Transport)) h
Total Length: 295
Identification: 0x892f (35119)
# Flags: Ox02 (pon't Fragment) [
g =S,

Time To Five: 56
2o r 4]
@ Header checksum: 0x194c [correct]

Source: 213.180.141.145 (213.180.141.145)

pestination: 192.168.123.103 (192.168,123.103)

[source GeoIP: unknown]

[Destination GeoIP: Unknown]
® Transmission Control Protocol, Src Port: http (80), Dst Port: 50209 (50209), Seq: 1, Ack: 483, Len: 255
il Hypertext Transfer Protocol -

il

0010 01 27 89 2f 40 00 Eflf 06 19 4c d5 b4 8d 91 cO a8 T T -
0020 7b 67 00 50 c4 21 T7 1le 5b 5b da 10 c8 d5 50 18 fgiPatie [s:50P: =
0030 00 Oe 40 1b 00 00 48 54 54 50 2f 31 2e 31 20 33 @...HT TP/1.1 3

0040 30 34 20 4e 6f 74 20 4d Gf 64 69 66 69 65 64 0d 04 Not M odified.

0050 0a 44 61 74 65 3a 20 53 61 74 2c 20 30 38 20 44  .pate: 5 atr, 08 D -
!nnsn L - B 7 W -1 W =S e 14 ¥ 24 3@ I+ DN IO _Fa D4 I P i L s B ) 4@ -N0-A - |
e t’rl Time to live (ip.itl), 1 byte | Packets: 5093 Displayed: 711 Marked: 0 | Profile: Default 1




> W jakim celu wprowadzono pole Protocol‘7

a"i'aa@.m@@%\@

;Htuwmm@@x@@\@\@@@@ir

| Filter: ||1ttp B Expression... Clear Apply Save
N Time Source Destination Protocol Length Info -
dUg 2. 148418500 Z1 5. 1B0. L 1YL, 108, 145, 1US ‘H11V¥ B33 HI TP AL AUUUK LText,/nTtmij =)
10° 6756400192.168 239. 255.255.250 SSDP 369 NOTIFY * HTTP/1.1
106 2.17232500 213.180. 192.168.123.103 HTTP 301 HTTP/1.1 304 Not rmdxﬁed
108 2.17440000 213.180.141.145 192.168.123.103 HTTP 309 HTTP/1.1 304 Not Modified -
< .. [
= Internet Protocol version 4, Src: 213.180.141.145 (213.180.141.145), Dst: 192.168.123.103 (192.168.123.103) -

version: 4
Header Tength: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 295
Identification: 0Ox892f (35119)
Flags: 0x02 (Don't Fragment)
Fragmem: offset 0

R —
Protocol: TCP (6)
Wegader checksup- Gee®ic [correct]
Source: 213.180.141.145 (213.180.141.145) A
pestination: 192.168.123.103 (192.168.123.103) =
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Transmission Control Protocol, Src Port: http (80), Dst Port: 50209 (50209), Seq: 1, Ack: 483, Len: 255
0010 01 27 89 2f 40 00 38 [§ 19 4c d5 b4 8d 91 cO a8 i .f@.§l.L -
0020 7b 67 00 50 <4 21 f7 le 5b 5b da 10 c8 d5 50 18 ig.P. 1., .P. =]
0030 00 Oe 40 1b 00 00 48 54 54 50 2f 31 Ze 31 20 33 T [
0040 30 34 20 4e 6f 74 20 4d 6f 64 69 66 69 65 64 0Od 04 Not M
0050 ©Oa 44 61 74 65 3a 20 53 61 74 2c 20 30 38 20 44 .Date: S =
ANEN €5 €2 90 23 20 21 23 90 37 29 I~ 30 30 3+ 24 3D ac 20 3
@ (7 Protacol (ip.proto), 1 byte | Packets: 5238 Displayed: 740 Marked: 0 | Profile: Default |

» Co sugeruje obecnos¢ pola "Fragment Offset"?

! Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

SEMAW B ﬁ@&\@\@@@?&\.@I@Q@II“I@#I@

Filter: |hﬂp |E| Expr&ssmn Clear Apply Save
INa. Tim: Source Destination Piotocol LEng‘th Info -
lug £, .l.ﬂm_l.m Ll.j J.BU 181,180 J.BZ 1“.1[:5 J.,UJ 433 Hi TP7L.1 20U UK k‘[m[rﬂ:ﬂll} =
239.255.255.250 s_s_nf_e 369 NOTIFY * HTTP/1.1
12.17232500213.180.141.142  192.168.123.103  KTTP 301 HTTP/1.1 304 Not Modified
108 2.17440000 213.180.141.145  192.168.123.103  HTTP 309 HTTP/1.1 304 Not Modified =
! i ] ¥
= Internet Protocol Version 4, Src: 213.180.141.145 (213.180.141.145), Dst: 192.168.123.103 (192.168.123.103) -

version: 4
Header length: 20 bytes
pifferentiated services Field: 0x00 (DsCP Ox00: pefault; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 295
Identification: Ox892f (35119)

UXu b
Fragment offset: 0

Header checksum: 0x194c [correct]
source: 213.180.141.145 (213.180.141.145)
Destination: 192.168.123.103 (192.168.123.103) =
[Source GeoIP: uUnknown]
[Destination GeoIP: Unknown]
@ Transmission Control Protocol, Src Port: http (80), Dst Port: 50209 (50209), Seq: 1, Ack: 483, Len: 255

01 27 89 2f 38 06 19 4c d5 b4 8d 91 cO a8
0020 7b 67 00 50 c4 21 f7 1le 5b 5b da 10 c8& d5 50 18
0030 00 Oe 40 1b 00 00 48 54 54 50 2f 31 2e 31 20 33
0040 30 34 20 4e 6f 74 20 4d 6f 64 69 66 69 65 64 Od
0050 Oa 44 61 74 65 3a 20 53 61 74 2c 20 30 3B 20 44

ANEN &5 _£3 9N 39 3n 31 39 3N 31 2@ J- In I0_3- 34 33

@ (7| Fragment offset (13 bits) (ip.frag_offset), 2 b... | Packets: 5331 Displayed: 756 Marked: 0 | Profile: Default
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